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ABSTRACT

Data access control is an effective way to ensure data security in the cloud. Due to data
outsourcing and untrusted cloud servers, the data access control becomes a challenging issue
in cloud storage systems. Attribute-based encryption (ABE) is usually adopted for cloud
storage, both for its achievement of fine grained access control over data, and for its guarantee
of data confidentiality. Single-authority Attribute-Based Encryption (SA-ABE) has its obvious
drawback in that only one attribute authority can assign the users’ attributes, enabling the data
to be shared only within the management domain of the attribute authority, while rendering
multiple attribute authorities unable to share the data. On the other hand, multi-authority
attribute-based encryption (MA-ABE) has its advantages over SA-ABE. It can not only satisfy
the need for the fine-grained access control and confidentiality of data, but also make the data
shared among different multiple attribute authorities. In this paper, on the basis of the
cryptography, an efficient revocable multi-authority attribute-based encryption (RMA-ABE)
scheme for cloud storage is proposed. Multi-authority attribute-based encryption was very
suitable for data access control in a cloud storage environment. However, efficient user
revocation in multi-authority attribute based encryption remains a challenging problem that
prevents it from practical applications. A multi-authority attribute-based encryption scheme
with efficient revocation was proposed with proved statically secure and revocable in the
random oracle model.
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1 Introduction

Cloud computing is a general term for anything that involves delivering hosted services over
the internet. These services are divided into three main categories or types of cloud computing:
infrastructure as a service (laaS), platform as a service (PaaS) and software as a service (SaaS).
Cloud storage is an application pattern of cloud computing to store massive data, so more and
more individuals and organizations shift their data from local computers to cloud. However,
this new paradigm poses a serious threat to the privacy of their owners, since the data might be
accessed and analyzed by the cloud server providers for illegal or monetary purposes. To solve
this problem, people have figured out a variety of approaches. One common way is to resort to
the traditional public key encryption technology to encrypt data, but the data owners fail to
have fine-grained access to their data flexibly. It used to be considered one of the most
promising technologies for cloud storage, since it ensures the data owners to enjoy no
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interactive and fine-grained control over encrypted data. Since then, many single-authority
attribute-based encryption (SA-ABE) schemes have been put forward. In these schemes, it is
required that only one trusted attribute authority administers the attributes and distributes the
corresponding secret keys of attributes to the data consumers. This mechanism may not meet
the practical requirements in cloud storage, when data consumers’ attributes are distributed by
multiple different attribute authorities. For example, when a data owner intends to share the
data with a targeted data consumer holding the attribute ‘‘Professor’’ from a university and the
attribute ‘‘Engineer’’ from a research institution, obviously SA-ABE scheme cannot be applied
to this scenario. To deal with this problem, many researchers turn to multi-authority attribute-
based encryption (MA-ABE), so that secret keys of attributes are issued to data consumers with
the corresponding privileges for different attribute authorities respectively. There exist two
kinds of multi-authority ABE schemes, namely centralized multi-authority ABE and
decentralized multi authority ABE. When the key is distributed by central authority, we can
consider it as centralized multi authority ABE scheme. When the key is distributed by attribute
authority, we can consider it as decentralized multi-authority ABE scheme.

From the perspective of practical application, the following challenges should be solved
before applying MA-ABE in cloud storage system. One of the major challenges is the highly
computational overhead, since the existing MA-ABE schemes are all based on the expensive
bilinear pairing operations, hinders the further development of MA-ABE schemes on the
resource-constrained devices. The other challenge is the attribute revocable, since multiple data
consumers may share the same attribute, and each data consumers may possess multiple
different attributes, result in that revocation for anyone attribute may influence the other data
consumers in the cloud storage system. Although encrypting the data is a method to solve this
problem, it will generate high computation cost. Another technology is to introduce a
timestamp into every attribute, but it is not achieved immediate revocation.

This paper involves the construction of an efficient RMA-ABE scheme for cloud storage. Our
main contributes are an efficient RMA-ABE scheme is proposed for cloud storage, so that
bilinear pairing operations will be no longer needed. In the proposed scheme, we use the linear
secret sharing schemes (LSSS) to boost the expressiveness of access policy and add version
key to attribute to realize immediate attribute revocation. Second, the security analysis
indicates that under the decisional Diffie-Hellman (DDH) assumption, the proposed RMA-
ABE scheme achieves in distinguishability against the chosen plaintext attack (IND-CPA), and
satisfies collision resistant and forward secrecy. Finally, the performance evaluation of the
scheme indicates benefits of decreasing the computation Cost and occupies less storage
overhead than other schemes.

2 Recent Works

Identity-Based Encryption, Amit Sahai and Brent Waters [2005] [1] in this paper they
introduced a new type of Identity-Based Encryption (IBE) scheme that we call Fuzzy Identity-
Based Encryption. In Fuzzy IBE we view an identity as a set of descriptive attributes. A Fuzzy
IBE scheme allows for a private key for an identity, o, to decrypt a ciphertext encrypted with
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an identity, o ', if and only if the identities @ and @’ are close to each other as measured by the
“set overlap” distance metric. A Fuzzy IBE scheme can be applied to enable encryption using
biometric inputs as identities; the error-tolerance property of a Fuzzy IBE scheme is precisely
what allows for the use of biometric identities, which inherently will have some noise each
time they are sampled. Additionally, we show that Fuzzy-IBE can be used for a type of
application that we term “attribute-based encryption”. In this paper we present two
constructions of Fuzzy IBE schemes. Our constructions can be viewed as an ldentity Based
Encryption of a message under several attributes that compose a (fuzzy) identity. Our IBE
schemes are both error-tolerant and secure against collusion attacks. Additionally, our basic
construction does not use random oracles. We prove the security of our schemes under the
Selective-1D security model.

Attribute--Based Encryption for Fine-Grained Access Control of Encrypted Data, Vipul
Goyal, Omkant Pandey, Amit Sahai and Brent Waters [2006] [2] in this paper more
sensitive data is shared and stored by third-party sites on the Internet, there will be a need to
encrypt data stored at these sites. One drawback of encrypting data is that it can be selectively
shared only at a coarse-grained level (i.e., giving another party your private key). Thus it
provides a low accuracy system and therefore provides less security, they developed a new
cryptosystem for fine-grained sharing of encrypted data that we call Key-Policy Attribute-
Based Encryption (KP-ABE). In our cryptosystem, ciphertexts are labeled with sets of
attributes and private keys are associated with access structures that control which ciphertexts
a user is able to decrypt. In many mission-critical applications, fine-grained data access control
is a must as illegal access to the sensitive data may cause disastrous results and/or be prohibited
by the law. They demonstrate the applicability of our construction to sharing of audit-log
information and broadcast encryption. Our construction supports delegation of private keys
which subsumes Hierarchical Identity-Based Encryption (HIBE).

[3] Ciphertext-Policy Attribute-Based Encryption, John Bethencourt, Amit Sahai and
Brent Waters [2007] in this paper distributed systems, a user should only be able to access
data if a user posse a certain set of credentials or attributes. Currently, the only method for
enforcing such policies is to employ a trusted server to store the data and mediate access
control. However, if any server storing the data is compromised, then the confidentiality of the
data will be compromised. In this paper we present a system for realizing complex access
control on encrypted data that we call ciphertext-policy attribute-based encryption. By using
our techniques encrypted data can be kept confidential even if the storage server is untrusted,;
moreover, our methods are secure against collusion attacks. Previous attribute based encryption
systems used attributes to describe the encrypted data and built policies into user's keys; while
in our system attributes are used to describe a user's credentials, and a party encrypting data
determines a policy for who can decrypt. Thus, our methods are conceptually closer to
traditional access control methods such as role-based access control (RBAC). In addition, we
provide an implementation of our system and give performance measurements.

[4] FDAC: Toward Fine-Grained Distributed Data Access Control in Wireless Sensor
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Networks, Hucheng Yu, Kui Ren and Wenjing Lou [2011] distributed sensor data storage
and retrieval have gained increasing popularity in recent years for supporting various
applications. While distributed architecture enjoys a more robust and fault-tolerant wireless
sensor network (WSN), such architecture also poses a number of security challenges especially
when applied in mission critical applications such as battlefield and e-healthcare. First, as
sensor data are stored and maintained by individual sensors and unattended sensors are easily
subject to strong attacks such as physical compromise, it is significantly harder to ensure data
security. Second, in many mission-critical applications, fine-grained data access control is a
must as illegal access to the sensitive data may cause disastrous results and/or be prohibited by
the law. Last but not least, sensor nodes usually are resource-constrained, which limits the
direct adoption of expensive cryptographic primitives. To address the above challenges, we
propose, in this paper, a distributed data access control scheme that is able to enforce fine-
grained access control over sensor data and is resilient against strong attacks such as sensor
compromise and user colluding. Here the proposed scheme exploits a novel cryptographic
primitive called attribute-based encryption (ABE), tailors, and adapts it for WSNs with respect
to both performance and security requirements. The feasibility of the scheme is demonstrated
by experiments on real sensor platforms. To our best knowledge, this paper is the first to realize
distributed fine-grained data access control for WSNs.

[5] HASBE: A Hierarchical Attribute-Based Solution for Flexible and Scalable Access
Control in Cloud Computing, Zhiguo Wan, Jun'e Liu and Robert H. Deng [2013]. Cloud
computing has emerged as one of the most influential paradigms in the IT industry in recent
years. Since this new computing technology requires users to entrust their valuable data to
cloud providers, there have been increasing security and privacy concerns on outsourced data.
Several schemes employing attribute-based encryption (ABE) have been proposed for access
control of outsourced data in cloud computing; however, most of them suffer from inflexibility
in implementing complex access control policies. In order to realize scalable, flexible, and fine-
grained access control of outsourced data in cloud computing, in this paper, we propose
hierarchical attribute-set-based encryption (HASBE) by extending ciphertext-policy attribute-
set-based encryption (ASBE) with a hierarchical structure of users. The proposed scheme not
only achieves scalability due to its hierarchical structure, but also inherits flexibility and fine
grained access control in supporting compound attributes of ASBE. In addition, HASBE
employs multiple value assignments for access expiration time to deal with user revocation
more efficiently than existing schemes. We formally prove the security of HASBE based on
security of the ciphertext-policy attribute based encryption (CP-ABE) scheme by Bethencourt
and analyse its performance and computational complexity. We implement our scheme and
show that it is both efficient and flexible in dealing with access control for outsourced data in
cloud computing with comprehensive experiments.

3 Proposed Work

The proposed RMA-ABE scheme embraces five entities: central authority (CA), attribute
authorities (AAs), cloud service provider (CSP), data owner (DO) and data consumer (DC).
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CA: CA, as central authority, is responsible for initializing the system public parameters,
verifying and registering the DCs’ and AAs’ identities and the CA is not involved in any
attribute management and the creation of secret keys that are associated with attributes. AAs:
AA, an independent attribute authority, which is an independent attribute authority that is
responsible for entitling and revoking user’s attributes according to their role or identity in its
domain. The function of AA is generating public keys and secret keys, and distributing secret
keys of attributes to data consumers. In addition, when one or more attributes are revoked, AA
operates the update key generation algorithm for non-revoked data consumers. CSP: CSP is
responsible for data storage. When an attribute is revoked, CSP will provide data access service
to data consumers and perform ciphertext update algorithm to help data owners update their
ciphertext. DO: DO performs such operations as defining the access structure over attributes
from one or more AAs, encrypting according to the access structure, and uploading encrypted
data to the CSP. DC: DC has access to ciphertexts from CSP, and requests their secret keys
from corresponding AAs. Only if the DC’s attribute set meets the access structure, DC decrypts
the ciphertexts successfully with his secret keys. The proposed RMA-ABE scheme is
composed of such five phases as: the system initialization, the secret key generation, the data
encryption, the data decryption, and the attribute revocation.

Revocable Multi-Authority Attribute-Based Encryption

| l | l

Data Owner Central Authority Attribute Authority Data Consumer

View Activation
Upload data Verify Consumer Search data

Update data

Find data

Request data

>

Delete data Download data

Figure 1: Proposed block Diagram
3.1 Revocable Multi Authority Attribute Based Encryption Scheme Implementation
3.1.1 System Initialization

1. CA Setup (L) — PP. This Central Authority is implemented by Central Authority. It takes
as input a security parameter A, outputs public system parameters PP.

2. DCReg (info DC) — uid. Central Authority carries out the algorithm, using the Data
Consumer’s information info DC (e.g., name, birthday etc.) as input, and the identity uid
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as output.

3. AAReg (info AA) — aid. Central Authority performs the algorithm, with AA’s information
info AA as input, and identity aid as output.

4. AA Setup (PP, Said) — APK aid, ASK aid, {VKxaid, PK xaid} xaid € Saia. Attribute authority
executes the algorithm, where the system public parameters PP and the attribute set Said
managed by AA aid are used as input, and the outputs are the public and secret key pairs
(APKaid, ASKaid ) of AAaid , version keys and the public keys of the attributes{VKxaid ,
PKxaid }xaid €Said Where the attribute set Saig is managed by AAaid.

3.1.2 Secret Key Generation

SKey Gen(ASKaid , Suidaid ,{VKxaid }xaid€Suid,aid ) — SKuidaid . AA performs the algorithm by
entering secret key ASKaig of AAaig, the DC’s attributes set Suid, aid and the corresponding
version keys {VKxaid}Xaid€Suid,aid t0 generate secret key SKuig,aid for the DC.

SKuid, aid = {Kuid, aid = Oaid / Paid +1 /Paid } 1)
3.1.3 Data Encryption

To encrypt the data m under an access structure (M, p), where M is a matrix with |1 rows and n

columns and p is a function, associating each row Mi of M with attribute p (i), Data Owner

does as follows:

1. Data Owner selects two random vectors AE = (s, y2, y3, - - -, yl), oE =(0,22,3, - - - ,zl) and
computes Ai=MiA, ® Ei=Mi - Eo foralli=[1,1].

2. Data Owner selects a random value s € Z = g and calculates CO = m + s P aigk€IA 0aidkP,
where TA expresses the set of attribute authorities related to (M, p).

3. Data Owner computes C1,i = MP + 0iPKp(i),C2,i = 0ifaiakP,C3,1 = sPaiakP for all i = [1, 1].
The ciphertext is

CT ={C0, (C1,i,C2,i,C3,i) I =[1, 11} (2)
3.1.4 Data Decryption

This phase is composed of Decrypt(CT,{SKuid,aidk }aidk€IA ) — m. DC executes the algorithm
by entering ciphertext CT , and the secret keys {SKuid.aidk }aidkE€IA related to the set 1A, to
output the data m.

3.1.5 Attribute Revocation

If an attribute x aid is revoked from DC with identity uid, the phase of attribute revoked is as

follows:

1. UKeyGen (ASKaig; xaid; VKxaid) — VKxaid; UKxaid. The key generation is executed by the
corresponding AAaid0 administering the revoked attribute xaid. It takes as input the secret
key ASKaig of AAaid, the version key VKxaiga Of the revoked attribute and the revoked
attribute xaid, outputs the new version key fVKxaid and the update key UKxaig.

2. SKUpdate (SKuid:aid ; UKxaid) — SKuid;aid. The updation is executed by the non-revoked
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Data Consumer. Its inputs are the current secret key SKuig;aig, the update key UKxaig, and its
output is the new secret key SKuid;aid.
3. CTUpdate (CT; UKxaid) —CT. The Ciphertext updation is run by the Cloud Service
Provider. Its inputs are the current ciphertext, the update key UKxaid and its output is the
new ciphertext.

4  Result and Discussion

The paper work provides a public key and a secret key. Encrypt: The inputs of the Encrypt
algorithm are a message, an access matrix, the global parameters and the public keys of the
pertinent authorities. The output of the algorithm is the ciphertext. Key Gen: A key is created
for the (identity, attribute) pair. The CAs issue identity-related keys to users but do not involve
in any attribute-related operations. The AAs issue attribute-related keys to users. Each AA
manages a different attribute domain, and operates independently from other AAs. A party may
easily join the system as an AA by registering itself to the CAs and publishing its attribute-
related parameters. The expressiveness, efficiency and security are comparable greater than
other schemes. Therefore no authority can independently decrypt any ciphertext.

'

Ours
MA-ABE MA-CP-ABE RMA-ABE
Standard Model v @ v
Multi-Authority @ (- ./
Prevent Decryption by =
Individual Authority @ PEIrtIEI"V (‘
Size of Ciphertext 21+ 2 3l+1 2l+2
Size of Secret key IS| +2 |S) |S| + D(K +2)
Pairing Computation 2|1 +1 2|1 2|11 +1
of Decryption
Size of Public key Ul +3 2|U| [U|+3+D
=)

Figure 2: Performance comparison

Finally all the file verification and authorization process completes by the Central Authority
and as well as other attribute authorities for the particular user who requests the key for
downloading a particular file can get the key and successfully download the files.
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Figure 3: Downloading files using the key
5 Conclusion

This paper proposes an efficient RMA-ABE system for cloud storage, which is on the basis of
the elliptic curve cryptography. The proposed scheme will not need any bilinear pairing
operations any more. The version key is introduced into the attribute to achieve the attribute
revocation. Security proof demonstrates that the proposed scheme enjoys the confidentiality.
Finally, the performance evaluation of the scheme indicates following benefits, of reducing the
Computation Cost, requires less storage overhead than other schemes. In addition, by using the
unique identity uid tied to the secret keys of attributes, collusion resistant is realized. It is
showed in the performance analysis that the proposed scheme is high-efficiency in storage as
well as computation cost.
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