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ABSTRACT

Finite field arithmetic is becoming increasingly a very prominent solution for calculations in
many applications. In this paper, complexity and delay of six different multipliers
(Mastrovito multiplier, Paar-Roelse multiplier, Massey- Omura multiplier, Hasan-Masoleh
multiplier, Berlekamp multiplier and Karatsuba multiplier) are compared. Also this paper
presents a modified multiplier based on Karatsuba multiplication algorithm. To optimize the
Karatsuba multiplication algorithm, the product terms are splited into two alternative forms
and all the terms are expressed in the repeated fashion. This Modified architecture saves the
14.9% computation time and it consumes 45.5% less slices than existing Karatsuba
multiplier.The proposed architecture has been simulated and synthesized by Xilinx ISE
design suite for Spartan & Vertex device family. The new architecture is Simple & easy. The
proposed Modified Karatsuba Multiplier (MKM) is also applied to compute the circular
convolution for DSP application. In Spartan3E FPGA device family, computation of 8-bit
circular convolution using Modified Karatsuba Algorithm (MKA) is 26.5% faster than
Karatsuba Algorithm (KA). It also consumes 61.7% less slices than existing KA based
Convolution.

Keywords: Karatsuba Algorithm; Finite fields; FPGA; VLSI; polynomial multiplication;
Cicular Convolution;

1 Introduction

CRYPTOGRAPHY is used to provide confidentiality, data security, and authentication in
many applications, such as communication devices [1], [2], autonomous vehicles [3], Internet
of Things (loT) [4], and healthcare [5]. There are generally two types of cryptography
techniques: sym metric-key cryptography [6] and public-key cryptography [7]. The public-
key cryptography allows all communication parties to safely communicate without any
previously shared secret information among them. For this purpose, it is required to provide
key establishment and digital signature for secure communications. Examples of public-key
cryptography include Diffie-Hellman [8], RSA [9], ElGamal [10], and elliptic curve
cryptography (ECC) [11]. Among these algorithms, the ECC has become the most dominant
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public key cryptosystem, mainly because of its relatively short key size with respect to the
security strength and implementation effectiveness

2 Related Work

Compared to software implementations, hardware cryptography results in a higher speed and
a lower cost while satisfying the efficiency and low-power requirements of electronic
devices. There exists a number of VLSI [11], [14] and field programmable gate array (FPGA)
[15], [16] implementation of ECC cryptography algorithms. The computation of the elliptic
curve points can be broken down into finite-field operations in which the finite-field
multiplier becomes the major component in the hardware implementation of ECC, where
multiplier’s size and delay dominate the overall area and throughput of the system.
Accordingly, numerous research specifically targeted designing fast and efficient finite-field
multipliers for cryptosystems

B. Niu, Q. Li et al., proposes Dummy-Location Selection (DLS) algorithm to achieve k-
anonymity for users in LBS. Different from existing approaches, the DLS algorithm carefully
selects dummy locations considering that side information may be exploited by adversaries.
We first choose these dummy locations based on the entropy metric, and then propose an
enhanced-DLS algorithm, to make sure that the selected dummy locations are spread as far as
possible

3 Architectural Design
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Figure 1: DFG for hardware implementation of (a)
Overlap-free Karatsuba algorithm (OKA) [33]-[35] in one of the algorithms proposed by
researchers to reduce the combinational delay of the KA. This algorithm aims to remove an
XOR gate in the critical path of KA. This change results in a considerable reduction in the
theoretical delay in comparison to the original KA method. However, the CA still
outperforms OKA in terms of delay due to its non-iterative structure
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Figure 2: 4-bit conventional binary polynomial multiplier.

4  Background

Polynomial multiplication, followed by a modular reduction, is one of the widely used
operations in GF(2n) whose efficiency greatly impacts the overall performance and cost of
the system [30]. The multiplier’s efficiency is evaluated according to its required space and
the total delay of the multiplication based on the theoretical boundaries of these quantities
using ideal two-input AND and XOR gates [30], [33], [36]. These works do not consider the
limitations of the actual hardware; for example, the issue of limited gate fan-out in these
devices is ignored in most instances. The multiplier’s delay and space are simply calculated
by the ideal configuration of the system and linear addition of the standard gate delays and
area requirements. However, in actual implementation, there are other considerations, such as
when the hardware restrictions dictate inserting of buffers, which in theoretical works are not
of concern [37]. This article incorporates both theoretical and implementation results.

Karatsuba Multiplier

(KM) In this section, we introduce the fundamental Karatsuba algorithm which can
successfully be applied to polynomial multiplication. The Karatsuba Algorithm was
introduced by Karatsuba in 1962. The fundamental Karatsuba multiplication for polynomial
in GF(2m ) is a recursive divide-and-conquer technique. It is considered as one of the fastest
way to multiply long numbers. For polynomial multiplication with original Karatsuba method
both operands have to be divided into two equal parts. Then each sub operands is divided
again into two parts. The process will continue until this become single. Figurel shows the
block diagram of Karatsuba multiplier for degree-3 polynomials. Then we get the followings
by splitting the polynomials using KM: If A(x) and B(x) are field polynomials with degrees 3
over a field GF (2 4). With the auxiliary variables

D0 =a0b0, D1 =albl

D2 =a2b2, D3 =a3b3

DO, 1 = (a0 +al) (b0 + bl)

DO, 2 = (a0 + a2) (b0 + b2)
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D1, 3 =(al + a3) (b1 + b3)

D3,2=(a3 +a2) (b3 + b2)

DO, 1, 2,3 =(a0 + al+ a2 +a3) (b0 + b1+b2+b3)

Field multiplication can be performed into two steps. Firstly, we perform an ordinary
polynomial multiplication of two field elements. Secondly, a reduction operation with an
irreducible polynomial is need to be performed in order to obtain the (m - 1) degree
polynomial. It is noticed that once the irreducible polynomial p(x) = x 4+ x+1 has been
selected, the reduction step can be accomplished by using XOR gates only [9]. From the
irreducible polynomial p(x) we can replace x 4= x+1, X 5= x 2+ x and x 6 = x 3+ x 2 to obtain
C’ (x) as follows:

C’(x) = A(x) B(x) mod p(x)

C’(x)=(D0,1,2,3-D1,3-D2,0-D3,

2-D0,1+D0+D1+D2)x 3+ (D0,2+D3,2 +D1 -D0) x 2+(D0,1+D1,3+D3,2 —-D0)x+(D1,3-D1-
D3+D2+D0) (5)

Modified Karatsuba Multiplier (MKM)

In this section our Modified Karatsuba Algorithm (MKA) has been discussed. In MKA all
techniques are same as fundamental basic Karatsuba multiplier except the splitting
techniques. To optimize the Karatsuba Multiplication Algorithm, the product terms are
splited into two alternative forms. This reduction technique requires small area and less delay
than others existing multiplication algorithms. The results are compared by using Xilinx
based synthesis tools on different FPGA device family like Spartan & Vertex. Our synthesis
results are better than existing basic Karatsuba algorithm which is shown in the following
section. Assume A(x) and B(x) are two field polynomials with degree 3 in GF(2 4 ). A(X) =
a3 x 3+a2x 2+alx + a0 B(x) = b3x 3+b2x 2+b1x +b0
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Karatsuba Algorithm

Since the conventional multiplication method is not the most efficient method, other
methods, such as KA [27] and its variations, have been developed. We will briefly review the
original KA in the following. Obtain the validation process using their LBS and querying

5 Conclusion

In this paper, modified Karatsuba multipliers for degree 3 and 7 polynomials has been
implemented on FPGA platform. The device utilization and combinational path delay of
MKM have been compared with standard 8x8 KM. It has been observed that the proposed
multiplier has better timing performance than standard KM. In Spartan3E FPGA device,
proposed multiplier needs 14.9% lesser delay than KM, and it also consumes 45.5% lesser
slices compared to KM. The new architecture is very simple and easy. This feature is
advantageous to have a suitable trade-offs between area and speed for implementing circular
convolution algorithm in VLSI. In FPGA device family, computation of 8- bit circular
convolution using MKA is 26.5% faster than KA. It also consumes 61.7% less slices than
existing KA based convolution. MKM may also be used to design cryptosystems. Proposed
multiplier is faster and hardware efficient compared to existing Karatsuba multiplier.
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