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ABSTRACT: Internet of Things (IoT) devices have increased the complexity of network environments 

and exposed them to various cyber-attacks, for maintaining network security. However, Intrusion Detection 

(ID) techniques often struggle in handling high-dimensional network traffic data, identifying the most 

relevant features. To overcome these challenges, this paper proposes a Honey Badger Algorithm-Based 

Hyperparameter Optimization of a Multi-Head Attention Network (HBA-MHAN) for IoT-ID. Data pre-

processing based on data cleaning and label encoding used to improve the quality then stability of the input 

data. Data visualization is used to analyse the features in addition distribution of the network traffic. 

Subsequently, Recursive Feature Elimination (RFE) is applied to select the most appropriate features and 

eliminate redundant informative attributes. The selected features are delivered to the MHAN, which learns 

important relationships among network traffic features through multiple attention heads. The HBA is 

employed to optimize the key hyperparameters of the MHAN, improving the learning process and ID 

performance. The optimized MHAN performs ID and classifies network traffic into the corresponding 

attack or normal categories. Experimental evaluation on the TON_IoT network dataset using Python 

demonstrates that the proposed HBA-MHAN achieves 95% accuracy, 96% precision, 98.55% recall, and 

97% F1-score for IoT-ID. The proposed structure improves ID performance whereas reducing the impact 

of irrelevant and redundant network features for efficient and accurate IoT-ID. 

Keywords: Internet of Things, Intrusion Detection, Honey Badger Algorithm, Multi-Head Attention 

Network. 

1. Introduction  

IoT is a network of interconnected physical 

devices, including household appliances, 

autonomous vehicles, wearable devices, and 

industrial machines [1]. These devices use 

embedded software and communication 

technologies to connect to the internet, allowing 

them to accumulate, share, in addition to 

interchange data with other devices and systems 

[2-3]. Consequently, they continuously monitor 

network traffic, identify unusual activities, detect 

and respond to emerging cyber threats [4].  

Furthermore, huge volume of data generated 

within the IoT poses significant challenges for 

IDS, limiting their ability to effectively identify as 

well as react to cyber threats [5]. Moreover, many 

IoT devices have inadequate computational 

resources, containing constrained memory, 

handling power, then energy, it difficult for them 

to efficiently process, achieve the large quantities 

of data produced through related devices [6]. 

Research on ID [7] is used to improve detection 

performance using sophisticated algorithms, 

whereas often providing less attention to their 

implementation in real-world environments. 
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2. Related Work 

For IoT ID several techniques are utilized using 

Machine Learning (ML) and Deep Learning (DL) 

methods. In [8] Benmalek et al (2025) have 

proposed Particle Swarm Optimization (PSO) 

with K-Nearest Neighbors (KNN) for IoT ID. PSO 

identify the most informative network traffic 

features and remove irrelevant features. However, 

PSO requires multiple candidate solutions and 

iterations, whereas KNN performs distance 

calculations during classification. Consequently, 

in [9] Aljehane et al (2024) have presented Golden 

Jackal Optimization-Assisted Deep Learning 

Intrusion Detection System for Network Security 

(GJO-DL-IDSNS). It handles high-dimensional 

and nonlinear intrusion pattern. Nevertheless, 

GJO become trapped around a suboptimal solution 

in complex search spaces. Additionally, in [10] 

Alkhonaini, et al (2025) have developed 

Sandpiper Optimization-based Hybrid Deep 

Learning Intrusion Detection (SPOHDL-ID) 

framework for identifying malicious activities and 

enhancing security in IoT platforms. Nonetheless, 

SPO process requires multiple iterations before 

obtaining suitable model parameters. 

Furthermore, in [11] Chandnani, et al (2025) have 

invented Federated Multi-Layered Deep Learning 

(Fed-MLDL) model for ID it incorporates 

FedRIME, a physics-inspired hyperparameter 

optimization (HPO) technique, to identify suitable 

model parameters and improve the detection of 

malicious network activities. However, network 

traffic distributions differ significantly among 

contributing clients. Moreover, in [12] Zayed, et al 

(2026) have presented Firefly Algorithm (FA) 

with Convolutional Neural Network–Recurrent 

Neural Network (CNN–RNN) architecture for 

effective IoT ID. Nevertheless, it requires 

sufficient and representative IoT traffic data to 

learn diverse attack patterns. 

2.1 Problem Statement 

Existing ID techniques face several challenges 

like high dimensionality and large volume of IoT 

network traffic data increase the computational 

complexity of ID and reduce detection efficiency. 

To overcome these problems this paper proposes 

an HBA-MHAN for IoT ID. 

2.2 Contribution of the work 

Proposed MHAN is used to capture complex 

feature relationships in IoT network traffic and 

improve discrimination between normal and 

attack traffic. HBA used to optimize the 

hyperparameter of MHAN technique, improving 

the learning efficiency. 

3. Proposed Methodology 

For effective IoT-ID the proposed methodology 

introduces a HBA-MHAN. The data pre-

processing based on data cleaning is performed to 

remove inconsistent, duplicate, missing, and 

irrelevant records, whereas label encoding 

converts categorical class labels into numerical 

representations. Subsequently, data visualization 

is conducted to examine the distribution, statistical 

characteristics, correlations, and underlying 

patterns of the network traffic. Following pre-

processing and visualization, RFE is used to 

identify the most informative network traffic 

features whereas eliminating irrelevant and 

redundant attributes. The selected features are then 

provided to the MHAN, where multiple attention 

heads learn diverse relationships and 

dependencies among the network traffic features 

and generate discriminative feature 

representations. To improve the effectiveness of 

the MHAN, the HBA optimize MHAN 

hyperparameter optimization technique. HBA 

searches for an effective combination of MHAN 

hyperparameters by improving the model learning 

efficiency and classification capability. The 

optimized MHAN is used to classify IoT network 

traffic into the corresponding normal and attack 

categories.  
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Figure 1: Proposed Block diagram for IoT-ID 

3.1 Data Pre-processing 

The raw TON_IoT network dataset is fed to data 

pre-processing based on data cleaning removes 

inconsistent values, irrelevant entries, and 

duplicate records. Label encoding is used to 

converts categorical class labels into numerical 

representations to improve data quality. The 

cleaned data is fed to data visualization for further 

analysis. 

3.2 Data Visualization 

For effective IoT-ID data visualization are 

performed to recognize the characteristics of IoT 

network traffic. Statistical distributions and 

relationships among network features are analysed 

using suitable plots like correlation heatmaps, 

feature-distribution visualizations. The data 

visualization identifies traffic patterns, feature 

relationships, potential class imbalance, and 

redundant attributes. The visualized data is fed to 

feature selection based on RFE. 

3.3 Feature Selection 

For IoT-ID RFE evaluates the contribution of each 

feature using a selected learning estimator. The 

least informative feature is recursively removed, 

and the remaining features are re-evaluated in 

consecutive iterations. RFE recollect traffic 

attributes that provide strong discriminatory 

information for distinguishing normal network 

behaviour from malicious activities, whereas 

removing irrelevant and redundant features. These 

selected features are fed to model selection based 

on proposed MHAN. 

3.4 Model Selection by Multi-Head Attention 

Network  

For IoT-ID the proposed MHAN used to allocate 

dissimilar significance levels to network traffic 

features according to their contribution to ID. 

Figure 2 displays the design of MHAN. 

 

Figure 2: Construction of MHAN 

MHAN mechanism consists of multiple self-

attention operations, in every operation, the input 

is converted into three conditions the query (Q), 

key (K), as well as value (V) matrices. Here, the 

global feature vector matrix 𝑇, obtained from the 

multi-channel network, serves as the initial input 

for generating the matrices. 

 𝑄 = 𝐾 = 𝑉 = 𝑇                        (1) 

The operation of Scaled Dot-product Attention 

(SDA) is expressed as 

 𝑆𝐷𝐴(𝑄, 𝐾, 𝑉) = 𝑆𝑜𝑓𝑡𝑀𝑎𝑥 (
𝑄𝐾𝑇

√𝑑𝑘
) 𝑉             (2) 

The scaled by the√𝑑𝑘 wherever 𝑑𝑘signifies the 

dimensionality of the key matrix 𝐾. The single-

head attention mechanism first applies the softmax 

function to the similarity scores between the query 

vector and the key matrix to obtain the attention 

weights. These weights are then multiplied with 
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the value matrix to generate a weighted 

representation, effectively performing a weighted 

pooling operation over the value features for IoT-

ID. 

3.5 Honey Badger Algorithm 

For IoT-ID the HBA optimize the MHAN 

parameters to improve the detection performance. 

HBA searches for the optimal solution by 

adjusting the target strength as well as applying 

two different hunting behaviours of HB the 

digging stage then the honey stage. Every stage 

follows a different search strategy to explore the 

solution space and improve the quality of 

candidate solutions. Figure 3 displays the flow 

chart for HBA. 

 

Figure 3: Flowchart for HBA 

Through the initialization step, a populace of 𝑁 

HB is generated. The location of every HB 

represents a candidate solution and is initialized 

within the predefined search boundaries according 

to the following equation: 

 𝑥𝑖 = 𝑙𝑏𝑖 + 𝑟1 × (𝑢𝑏𝑖 − 𝑙𝑏𝑖)              (3) 

Where, 𝑟1 signifies a randomly generated value 

between 0 𝑎𝑛𝑑 1, 𝑥𝑖 denotes the position of the 𝑖𝑡ℎ 

HB and corresponds to a applicant resolution. The 

factors 𝑢𝑏𝑖, 𝑙𝑏𝑖 term the lower and upper bounds 

of the search space, respectively. The intensity is 

defined by  

𝐼𝑖 = 𝑟2 ×
𝑆

4𝜋𝑑𝑖
2                                     (4) 

𝑆 = (𝑥𝑖 − 𝑥𝑖+1)2                                 (5) 

   𝑑𝑖 = 𝑥𝑝𝑒𝑟𝑦 − 𝑥𝑖                                  (6) 

 𝛼 = 𝐶 × exp (
−𝑡

𝑡𝑚𝑎𝑥
)                               (7) 

Where, 𝑟2 denotes a randomly generated value 

between0 𝑎𝑛𝑑 1, 𝑆 indicates the target attention. 

The parameter 𝑑𝑖signifies the distance among the 

target as well as the first HB.  

3.6 Digging stage  

During this step, the HB uses its sense of fragrance 

to localize beehives then moves toward them to 

obtain food. Its movement follows a characteristic 

heart-shaped trajectory; the location of the HB is 

updated according to the subsequent calculation: 

𝑥𝑛𝑒𝑤 = 𝑥𝑝𝑟𝑒𝑦 + 𝐹 × 𝛽 × 𝐼 × 𝑥𝑝𝑟𝑒𝑦 + 𝐹 × 𝑟3 ×

𝛼 × 𝑑𝑖 × |cos(2𝜋𝑟4) × [1 − cos(2𝜋𝑟5)]|  (8) 

𝐹 = {
1,   𝑟6 ≤ 0.5

−1,   𝑟6 > 0.5
                        (9) 

Where 𝑥𝑝𝑟𝑒𝑦 indicates the prey position, 

corresponding to the best position identified. 

3.7 Honey Stage 

In this step, the HB tracks the honey leader bird 

toward the hive to locate the honey source. This 

behaviour is mathematically denoted through the 

subsequent calculation: 

𝑥𝑛𝑒𝑤 = 𝑥𝑝𝑟𝑒𝑦 + 𝐹 × 𝑟7 × 𝛼 × 𝑑𝑖          (10) 

Wherever, 𝑥𝑛𝑒𝑤 signifies the updated location of 

the HB, 𝑥𝑝𝑟𝑒𝑦 designates the prey's position. The 

constraints F and 𝛼 are calculated using Eqn. (7) 

and (9), correspondingly. By this the HBA finds 

the best solution for MHAN parameter in IoT-ID. 

4. Result and Discussion 

For IoT-ID the proposed HBA-MHAN is 

implemented in Python software using TON_IoT 

network dataset. With number of samples of 
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211043, number of features of 44, selected number 

of features of 20, the training samples of 152,379 

and testing samples of 38095, the data is split as 

80:20. 

 

Figure 4: Normal vs intrusion distribution 

Figure 4 displays the normal vs intrusion 

distribution. The normal have the value of 22.1% 

and intrusion distribution have the value of 77.9% 

for IoT-ID. 

 

Figure 5: Attack type distribution 

Figure 5 displays attack type distribution. It shows 

the percentages of various network attacks and 

normal traffic. Normal traffic have the value of 

22.1%, scanning with 10.5%, ddos with 10.5%, 

injection with 10.5%, password with 10.4%, dos 

with 10.0%, backdoor with 9.8%, xss with 7.9%, 

ransomware with 7.7%, and mitm (man-in-the-

middle) with 0.5% it is low compared to other 

attacks. 

 

Figure 6: Protocol distribution 

Figure 6 shows the protocol distribution. The 

network protocol used is tcp, udp and icmp, 

records up to 150000.  The tcp is approximately 

up to 150,000 records which is the highest 

network, udp is approximately 40,000 records 

which have medium network and icmp is near 0 

records which is the smallest network, indicating 

small network in IoT-ID.  

 

Figure 7: Connection state distribution 

Figure 7 shows the connection state distribution. 

The network connection state SF is approximately 

50,000 records showing normal connection 

establishment and termination. S0 is nearly 50,000 

records showing the connection attempt seen with 

no reply. RSTR / RSTO indicating connection is 

reset by either the responder.  
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Figure 8: Source bytes vs distribution bytes 

Figure 8 shows the source byte vs distribution 

bytes. The normal traffic is presented in red dots, 

concentrated mostly along a linear diagonal trend 

at lower-to-moderate values, with a few outliers at 

very high byte counts. Intrusion traffic is 

presented in blue dots, tightly clustered near the 

origin where both source and destination byte 

values are very small. 

 

Figure 9: Feature correlation heatmap 

Figure 9 displays the feature correlation heatmap.  

A network traffic dataset containing network and 

application layer features like ports, bytes, 

packets, and DNS/HTTP parameters for IoT-ID. 

 

Figure 10: Train and test data distribution 

Figure 10 shows the train as well as test data 

distribution. The number of samples for training 

the data is 152379 and number of samples for 

testing the data is 38095 for IoT-ID. 

 

Figure 11: Evaluation Metrics 

Figure 11 displays the evaluation metrics for IoT-

ID using proposed HBA-MHAN. The proposed 

HBA-MHAN have the accuracy of 95.92%, 

precision of 96.3%, recall of 98.5%, F1-score of 

97.4%, ROC-AUC of 97.8%, specificity of 86.6%, 

AUC-PR of 99.1%, MCC of 87.9%, Cohen’s 

kappa of 87.7%, balanced accuracy of 92.5%, 

indicating good generalization. 

 

Figure 12: Multi-head Attention accuracy and 

loss 

Figure 12 shows the MHA accuracy and loss. Both 

accuracy curves trend upward whereas both loss 

curves trend downward smoothly, demonstrating 

that the model is successfully learning the task. 
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The validation accuracy remains consistently 

equal to the training accuracy, and the validation 

loss tracks closely with the training loss. HBA-

MHAN achieves stable training, indicates a well-

regularized model with excellent generalization 

capability.  

 

Figure 13: Confusion matrix 

Figure 13 displays the confusion matrix for IoT-

ID using proposed HBA-MHAN. The normal 

have the value of 7284, indicating stable and 

expected system operation, whereas the attack 

condition have a value of 29256, indicating a 

significant deviation from the normal operating 

condition. 

 

Figure 14: ROC curve 

Figure 14 displays the ROC curve using proposed 

HBA-MHAN for IoT-ID. The normal and attack 

have the AUC of 0.978 indicating strong 

discrimination between normal and attack 

network traffic. The predicted class normal have 

the confidence of 99.9% and predicted class 

intrusions have the confidence of 100% for IoT-

ID using proposed HBA-MHAN.  

4.1 Comparison with the proposed technique 

In the evaluation with proposed technique the 

proposed HBA-MHAN method is compared with 

the existing techniques as presented in table 1.  

Table 1: Comparison with the proposed 

technique 

Study 
Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-

Score 

(%) 

Li et al 

[5] 
87.04 85.65 86.78 86.14 

Maseno 

et al [7] 
92 83 98 90.6 

Proposed 

Work 
95.92 96 98.5 97 

For IoT-ID Li et al [5] have the accuracy of 

87.04%, precision of 86.65%, recall of 86.78%, 

F1-Score of 86.14%, Maseno et al [7] have the 

accuracy of 92%, precision of 83%, recall of 98% 

as well as F1-Score of 90.6% in addition proposed 

HBA-MHAN have the accuracy of 95.92%, 

precision of 96%, recall of 98.5% then F1-Score 

of 97%, indicating good performance compared to 

existing techniques. 

5. Conclusion 

In this paper HBA-MHAN is proposed for 

effective ID in IoT environments. Data pre-

processing effectively improves the quality of IoT 

network traffic data and reduces the influence of 

redundant and irrelevant features, resulting in 

more reliable intrusion detection. The RFE 

effectively identified relevant traffic patterns and 

accurate discrimination between normal and 

attack activities. The MHAN, which captures 

important relationships among network traffic 

attributes, whereas the HBA optimizes the key 

hyperparameters of the network to enhance its 

classification performance. The proposed 

approach is evaluated using the TON_IoT network 

dataset in Python and achieved an accuracy of 

95%, precision of 96%, recall of 98.55%, then F1-

score of 97%. These outcomes validate the 

capability of the HBA-MHAN framework to 
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effectively distinguish normal and attack traffic 

whereas improving the utilization of high-

dimensional IoT network data. The proposed 

approach delivers an effective framework for 

accurate and efficient IoT-ID and support the 

development of network security mechanisms for 

IoT environments. Future work focuses on 

lightweight attention-based architectures to reduce 

computational complexity and allow deployment 

on resource-constrained IoT and edge devices. 
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