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ABSTRACT

Online transactions using credit cards are being more reliable and efficient method followed
by most of the users. In the same way, the fake transaction and scam occurring during the credit
card transactions are increasing day by day. This scam not only steal user’s money but also
misuse their personal details. Manual detection of these scam may be a tedious process, so this
detection must be a deep learning method for the fastest and effective method of detection.
This paper proposes a methodology of deep learning algorithm involving Multi-Layer
Perceptron (MLP) to prevent the users from fraud transaction. The data which is trained form
a neural network and the test data is evaluated to define the classification, whether the data is
fraud or verified data. This work involves data processing, data cleaning and data visualization
of the data transaction. At the end of the process, the detected results undergo validation and
model evaluation. Data visualization uses libraries from Matlab to learn the data, which is used
in the data classification.

Keywords: Deep Learning (DL), Artificial Intelligence (Al), Data processing, Data
visualization, Data cleaning.

1 Introduction

As the use of internet and digital money increased, occurrence of scam is also getting its highest
peak. Especially in the area of money transaction, there are lots of scammers involved. There
are lot of fraud detection techniques involved during the detection of these scams. The process
of detection becomes more efficient when deep learning is involved in the process and the
method must be reliable to execute [1]. The data for which the result must be fraudulent is
already trained for reference, which generate set of transactions which is considered as the
scam. These techniques will improve the effectiveness of detection machines [2]. The data
must be a normalised dataset, so that the final detection is made much more accurate. This
normalization is carried out by the process of pre-processing, where the features from the
transaction information are obtained and further processed [3].

Thus to make the detection more accurate, the data preprocessing is the vital stage in the deep
learning process. For the process of reliable detection the system must have fast pre-processing
time for the further preprocessing of the data. By implementing fast pre-processing execution,
the size is optimized without reducing the key features. Additionally, the data cleaning process
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is continued by measuring the accuracy of the data present, so that the needed information will
not be removed [4]. This continuous preprocessing makes the data to be renewed with only the
relevant information in comparison to the fetched data. For the quick transaction, the
processing time is analysed to be 6 milliseconds and as average it is 0.8 milliseconds [5].
After the preprocessing, the transaction data undergo data visualization, which makes the data
more reliable to handle and understand. In data visualization, the information of the data
gathered with be more reliable and that makes even a larger data to easily handle. The data
processing speed must be fast to make the data visualization more accessible. As it deals with
the information, this is one of the important tools in the data processing [6]. Data visualization
deals with the data by giving a visual impact to the task transferred. This deals with the two
sets of data namely source data and the target data [7]. All the data thus collected and then
processed are also revised during the data visualization, which makes the detection more
perfect and also increase the effective processing while dealing with the fraud transaction
datasets [8].

When the features of the data are made reliable and easy to handle, the data undergo
classification. This classification is carried out in google colab to make the classification task
more agile. This classification is mainly concentrated to make the model more reliable and to
increase the quality. The deep learning method becomes more efficient which involving the
binary classification tasks [9]. As fraud detection must be carried out in real-time, the binary
classification will give more accuracy. The classification process is done with the classifier
based on specific metrics like accuracy and the other feature which gives more efficiency to
the detection. This classifier as the final result, classifies the output as fraudulent or not [10].
This paper propose the identification of fraud transactions in banking datasets using deep
learning methods. Under pre-processing, the process is handled by data cleaning, which helps
to clean the datasets and additionally, handles the missing values. By data visualization, the
patterns in the dataset is clearly understood and integrity is improved. The data splitting process
divides the processed dataset for the regression process. Deep learning algorithms gives more
accurate results as it form the neural network from the trained dataset and process beyond the
available dataset. This work is developed by using the Matlab libraries.

2 Recent works

Wang et al [11] [2023] have developed a credit card fraud detection method to increase the
robustness of the method already being used. To improve the already used AdaBoost technique,
Adaptive hybrid learning algorithm is implemented. This methods is a self-paced algorithm
which follows a threshold level to find the accurate algorithm. This self-paced algorithm is then
embedded to the existing algorithm. Various results of AdaBoost algorithms are implemented
and the results are compared to find the effective threshold value to be applied. By comparing
all the result values, the accurate threshold value gives good AUC value and make the detection
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to be faster than the other methods. The direction of the decision making remains unchanged,
which reduces the efficiency of the detection.

Zhaohui et al [12] [2020] have demonstrated an approach to make the low-frequency data
transaction more efficient. This is done by divide the data into high frequency data and the low
frequency data, which is followed by a threshold determination method. The transaction data
is obtained by the sliding window operation. As many results obtained, the Naive bayes
algorithm is used in the process of comparing and calculating the probability of the fraud
detection. This exhibit good effective detection even for the low frequency data transactions
and reduces the misjudgement of the normal transactions. By detecting both the low and the
high frequency data transactions, the disturbance during the transaction is reduced. The
dividing of the high and low frequency transaction reduces the efficiency of the system and
make the process more complex and time-consuming.

Yuanming et al [13] [2023] have analysed the generator section of Variational Autoencoder
Generative Adversarial Network (VAEGAN). This method also introduce a new sampling
method, as the traditional sampling method is not much efficient in detecting the transaction in
faster rate. By introducing new sampling along with the XGBoost methodology, the process of
classification is make faster and simpler. This classification is carried out by considering the
base sample dataset from the already trained dataset. The merit is that it is easily extended to
other available applications to make the operation more manageable and reduces the class
imbalance. The disadvantage of this methodology is, the recall at certain ratio is not significant
compared to other methods and this will increase the complexity.

Haibo et al [14] [2022] have implemented a proposed framework applying the Quantum
Machine Learning (QML) algorithm and using the Support Vector Machine (SVM). Various
machine learning techniques are implemented on the different datasets which are highly
imbalanced or moderately imbalanced. By involving the QML algorithm, the potential of
solving the critical problem occurring in the classification of the data is reduced. The merit is,
by using the SVM technique, both the accuracy and speed of the detection is increased and the
wise methodology is chose for different types of transaction datasets. The demerit is as the
method deals with the time bases series of datasets, the non-time based datasets cannot be
computed with high accuracy and efficiency.

Ebenezer et al [15] [2022] have introduced effective method to detect the credit card
fraudulent using neural network classifier and implementing data resampling method. A
method which proves more efficient than using convolutional networks is deployed. The
classifier is built by Long-Short Term memory (LSTM) neural network and AdaBoost as the
base learner. The dataset being processed must be balances, this is carried out by the
SMOTENN algorithm. This algorithms and methods altogether forms to enhance the
robustness of the deep learning model. The advantage of using this algorithm is, the sensitivity
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and the specificity is increased. The disadvantage is, this process is time consuming and
complex.

3 Proposed work explanation

This work proposes the identification of fraud transactions in banking datasets using deep
learning methods. Figure 1 represents the architecture of the proposed methodology to
implement the process of fraud detection.
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Figure 1: Block diagram of proposed methodology

The data preprocessing is done for making the main features of the data to be more visible and
accurate. The data cleaning is the major step involved in the data processing. In data
visualization, the important data in the large dataset is specified with any different way of
visualization for better understanding of the data fed as input. The deep learning technique
handles the MLP algorithm. It works to handle robustness, missing data, and feature
importance analysis against overfitting. Additionally, using MLP as the classification
techniques improves the specificity, sensitivity and integrity. The proposed work is developed
in Matlab software.

4 Modelling

The modelling of this proposed system comprises of the following processes, Data processing,
Data cleaning, Data visualization, Deep learning classification, validation and model
evaluation. When the data of transaction is read by the machine, the preprocessing is assigned.
During the preprocessing all the unwanted information and distortion present in the data will
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be removed by the method of data cleaning. Then the preprocessed image undergo data
visualization, where the data present are represented in the manner by which the information
are easily understandable and accessible for further classification. During the data
classification, MLP classification algorithm is used and gather knowledge beyond the data
provided. After the completion of the validation and the model evaluation, the data obtained is
concluded that whether it is fraudulent or not.

4.1 Data Pre-processing

Data preprocessing is the process of processing raw data so that it is suitable for further
processing and analysis of deep learning. This provide training to the dataset and assist the
system to make more accuracy by enhancing the features inbuilt in the data transaction details.
Data preprocessing is necessary in deep learning as in most cases, raw data has various issues
like missing values, irrelevant feature variables, inconsistent column values, etc. the input
dataset is allowed to undergo preprocessing, which involves cleaning and analyzing the input
dataset and handling the missing values. Usually, this process is used to conduct the extraction
of the data by reducing the noise distortions. By doing so, the main features in the data will be
clearer and this makes the process of visualization simpler and efficient.

4.2 Data Cleaning

The data is not in a specific range, so that the preprocessing technique is used to fit the dataset
into an exact range. This helps in improving the quality of data so as to make the analysis of
the classification simpler. Among them, the data cleaning process is essential. In this work, the
data cleaning technique is used for cleaning the data, removing null values, and handling the
missed values of the datasets. Data cleaning mainly focus on the data quality enchantment,
which is highly essential in the data processing methods. The unwanted information and
distortion in the input data is removed for the further classification of the data.

4.3 Data Visualization

Data visualization depicts the visual representation of the data gathered and analyzed. Even
large datasets is easily processed and learned by visually representing them. The main objective
of this method is to find the main data from the large dataset. This prevent from the mismatch
of data for the classification purpose. These processes are handled in two modules in the
Matlab. These modules are used for observing, exploring, and understanding the data in detail.

4.4 Deep Learning Classification

The deep learning concept is a developed form of the machine learning concept that extract the
features of the data fed automatically and process with those data to gather advanced
information. The deep learning technique involves forming an artificial neural network to
understand the data beyond the trained data by learning the existing dataset. The methodology
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implemented is multilayer perceptron (MLP). The datasets are allowed to be classified using
the classification techniques of deep learning. This process is done to train the models by using
the MLP approach that deals with larger datasets. The data splitting process is type of
classification, which handles the data set and divides training and testing data for the purpose
of the regression and identification process.

MLP:

A multilayer perceptron (MLP) is made up of multiple layers, each of which is connected to
the next. This algorithm uses Back propagation algorithm, where a strong artificial neural
network is built. Each node is a processing element or a neuron that has a nonlinear activation
function except the input nodes. It employs back propagation, a supervised learning technique,
to train the network. It is a feed forward artificial neural network model that maps input sets to
output proper sets. The final stage is the prediction process, output is generated by the output
layer using the data processed in the hidden layer.

45 Validation

While developing a system, the data validation and evaluation is vital. Data validation is used
in deep learning to compare the performance of different trained models. Data validation deals
with checking the accuracy and quality of source data before using, importing or otherwise
being processed. It gives a brief validation of how the data need to be processed and classified
with giving a comparison dataset. This gives an effective approach of operational validation of
the fraud detection. They concludes where the data processed and the result obtained is valid.

4.6 Evaluation

The method of evaluation focuses on the accuracy of the model in predicting the end outcomes.
Even though there are several stages, the stage of evaluating a DL model is the most crucial
because it gives us an idea of the accuracy of model prediction. More accurate representation
of the system is presented by the operational evaluation, even for larger transaction datasets. It
concluded whether the data classification is accurate or not. They involve real time dataset for
the further processing and improvement in the processing.

5 Results and Discussion

The result shows the output obtain by implementing the proposed method in the detection of
fraud transactions using deep learning method.
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Figure 2: Input Datasets

Figure 2 represent the input data collected from the transaction of data during the credit card
transactions
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Figure 3 is the pie chart representing the distribution of the data to detect the data whether it is
fraudulent or not.
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Figure 4: Class Distribution

Figure 4 represents the distribution of class based on number of transactions and the class
already classified.
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Figure 5: Exploration of transaction

Figure 5 represents the transaction exploration.
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Figure 6: Transaction time density plot

Figure 6 represents the transaction time density plot. This density plot is the representation of
the numerical variable change between the time and transactions being captured.
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Figure 7: Fraudulent Transaction
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Figure 7 represents the fraudulent transaction for a particular mentioned time duration. This
chart represents the increase in the amount of fraud transactions as the time varies.
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Figure 8: Confusion matrix of MLP

Figure 8 represents the confusion matrix, in which the classifier’s performance is measured by
comparing the different classes and categories specified.
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Figure 9: ROC curve of MLP

Figure 9 represents the ROC curve, which is especially used for the binary classifications, that
compares the values between the false positive value and the true positive value.
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Figure 10: Precision recall curve of MLP

Figure 10 represents the Precision recall curve is obtained as a result of comparing the precise
value and the recall value.

6 Conclusion

The detection of credit card fraud is essential in data sharing field. This work is based on deep
learning to build systems that detects the fraud transactions. The deep learning technique
handles the MLP algorithm used for the classification. To build an automated-based system to
detect fraud requires a database to train the system. It works to handle robustness, missing data,
and feature importance analysis against overfitting. This work demonstrates the advantages of
applying deep learning techniques, including MLP classification techniques for the reliability
and accuracy of the detection. Finally, the proposed classifier is evaluated based on its
accuracy, and the MLP classifier generates the best results. Using these methods for the
detection of credit cards yields better performance than the other algorithms.
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